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What is data-centric security?
Data-centric security is the ability to embed security controls into the data itself such 
that these controls travel with the data at-rest (stored), in- transit (shared) and at-work 
(being utilized in an application). Data centric security, in some sense, is the
ultimate security measure where the data itself becomes security aware and 
independent of the security of the infrastructure (device, network, application, …) 

The core data-centric solutions include Content-Aware Data Loss Prevention (DLP), 
Rights Management (referred to as IRM, DRM, ERM), Data Classification, and eMail/
File Encyrption. Other specialized solutions that are often augmented by or integrated 
with data-centric security include specialized platforms for secure collaboration 
(EFSS, CASB), and reporting (SIEM, GRC).

Trends that are driving the emerging demand for
data-centric security
The headlines show us that in spite of huge investments in security solutions, data
breaches and loss continue to plague every organization. 

 ‘Through June 2017, US companies reported 791 data breaches. There were 613 
reportedbreaches at the same period in 2016, so at this pace, 2017’s figures will smash 
last year’s record of 1,093.’

Why aren’t the traditional security solutions sufficient in today’s world?

First, users are not contained in corporate networks anymore; they work from
home, access corporate information while on the road, and are using mobile
devices. And ‘workers’ now often include sub-contractors, partners and consultants,
all of whom are outside the corporate perimeter.

Second, the IT infrastructure has changed dramatically over the past five years and
is no longer fully under the control of IT. Some of the biggest changes include
workers using their own devices (and accessing information away from the
corporate premise), the shift to SaaS applications, the introduction of enterprise file
sharing services, and the increasing use of outsourcing. Together, these trends are
making it increasingly difficult for IT to manage information.

Definitive Guide to Data-Centric Security

Through June 2017, US 
companies reported 791 data 
breaches. There were 613 
reported breaches at the same 
period in 2016, so at this pace, 
2017’s figures will smash last 
year’s record of 1,093.

Perimeter, device, network, 
and application security are 
no longer adequate to protect 
corporate information.



Third, the introduction of data privacy regulations continues unabated. Some of the
new regulations, including NIST, GDPR and ITAR/EAR, require maintaining control of
data no matter where it travels. Traditional security solutions will not be sufficient
for the latest generation of regulatory compliance.

Perimeter, device, network and application security are no longer adequate to
protect corporate information. So how can organizations protect enterprise
information that needs to be shared, while remaining agile to new technologies and
collaboration scenarios?

Primary use cases for data-centric security
Data centric security fits into a variety of use cases in and around security, privacy
and compliance.

Security use cases typically revolve around protection of core information assets and
IP of an enterprise as they move around within and outside of “governed”
infrastructure.

Specific to security use cases is the fact that Intellectual Property is increasingly
coming under threat. Valuable data (technical specifications, revenue statements,
formulas) often needs to be shared with persons (partners, clients, contractors and
advisors) external to the corporation. The external collaboration could include
lawyers working on mergers and acquisitions, financial officers sharing statements
with advisors, or engineers sharing technical specifications with partners. And
stopping intellectual property from ‘leaving’ with the employee is still a huge
challenge. Organizations need to ensure that intellectual property is adequately
secured during the collaboration process (and can be ‘recalled’ when required),
without sacrificing productivity, due to the high impact on corporate value.
Compliance and privacy use cases revolve around putting compliance policies
related to data governance and data residency within the data itself and achieving
compliance without artificial physical / infrastructure topology. Compliance and
privacy use cases are based on the need to protect sensitive customer, partner, and
employee information wherever it travels to address newly aggressive regulatory 
compliance. Sensitive information must be adequately protected in accordance with 
regulatory requirements in the jurisdictions in which a company operates, and only 
Rights Management can address this need.

The latest generation of data-centric security solutions, including next-generation 
Rights Management solutions, have advanced to a point that they can easily address 
the evolving requirements for secure data sharing and collaboration. The objective is 
to select the solution or combination of solutions that not only protects and audits the 
data wherever it travels, but also seamlessly fits the way employees and third parties 
need to collaborate and share information.

What solutions are organizations considering for 
their data-centric security framework?
There are several options to consider when you are looking to build out your data-
centric security framework. Some have been around for decades, others have 
become contenders after multiple generations of technology development.
A look at the typical life cycle of data and mapping appropriate technologies to the life 
cycle gives us the following graphic: 

Organizations need to ensure 
that intellectual property is 
adequately secured during the 
collaboration process and can 
be ‘recalled’ when required.

Data-centric security 
technologies have previously 
focused on specific aspects of 
protection across the data life 
cycle, creating protection gaps.
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There are also overlaps in the capabilities of technologies within this space, and of 
course there are vendors who have expanded and/or partnered with other companies 
to complete the data-centric offerings. 

Here are some of the primary solution organizations have or are considering as part 
of the shift to data-centric security.

Data Classification Systems
Classification solutions are a means of achieving different security postures for 
different “classifications” of files. Classification systems also offer basic on/off 
encryption, but do not enable granular usage control including ‘what’ a person can do 
with a file while it is being utilized, from which IP address/device, or for how long.  Nor 
do classification offerings provide audits on how various people are using a given file 
or unauthorized usage attempts.  

Classification solutions are great complements to Rights Management solutions.  
Once a document is classified, the Rights Management solution can automatically 
apply the appropriate granular usage controls.  As well, the ‘classifications’ can also 
be utilized by other systems such as DLP to improve effectiveness.

Content-Aware DLP Solutions
A DLP solution can ‘read’ the content of files as they are stored or transmitted within 
the enterprise. “Content awareness” in a DLP solution comes from a discovery 
component which has the capability of scanning storage and network elements 
based on keywords and patterns. Based on these patterns, a DLP solution can stop 
sensitive information from leaving the corporate network.

A DLP system is useful primarily 
in focusing on a relatively small 
subset of information which 
never needs to go to any cloud 
application, personal device or 
external agency.
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In more recent times, DLP solutions have had a clash with cloud adoption and 
third-party collaboration. A DLP system will either block or allow information to go to a 
third-party or cloud-hosted system but will not extend enterprise controls to any of 
them. Most organizations need a way to secure and audit information that needs to 
leave an organization to support business processes.

A DLP system, in the context of the modern enterprise, is useful primarily in focusing 
on a relatively small subset of information which never needs to go to any cloud 
application, any personal device, or any external agency.

Rights Management Solutions
If you are looking to protect information wherever it goes (beyond the corporate 
perimeter for example), then a Rights Management solution should be the core 
framework for your data-centric security infrastructure. In some of the next-general 
solutions, the ‘rights’ are automatically applied as data and files are discovered, 
downloaded and shared via connectors with DLP, ECM, ERP and EFSS/email 
solutions. In other cases, the author or an administrator can determine who may 
access a document and what they can do with it.

The controls persist with the document and include who can access the file, what the 
person can do with the file while in use (view, cut/paste, screen share, print, edit), from 
which location/IP address, and when. These controls travel with the document and 
apply to internal infrastructure or external cloud environments and devices. The 
granular usage controls can be managed and revoked even once the file has been 
shared and all actions on the file are recorded for audit purposes. Because Rights 
Management solutions are fundamental to securing information, they are often 
paired with other data-centric security solutions including DLP, CASB, EFSS, SIEM, and 
Data Classification to ensure information is fully secure. 

File Encryption Solutions
File encryption is a powerful solution for protecting data at-rest and in-motion. Where 
file encryption lacks juice, however, is protecting data at-work. Most organizations can 
benefit from replacing file encryption with Rights Management, where data is 
protected not only at rest and in transit, but is also controlled at a granular level while 
in-use. The ability to move beyond the ‘on/off’ aspect of file encryption to controlling 
who can do what with a document, when, and from which device/location within the 
native application (MS Word, MS Excel, AutoCad, etc) is what organizations need to 
collaborate securely.

Here is a summary of the differences in the key data-centric security solutions:

Recommendations for deploying  
data-centric security
Our basic recommendation is that Rights Management should be looked upon as the 
foundation for data-centric security and audits. Other solutions are not focused on 
protecting information at-work, nor do they deliver the granular data usage controls 
and audit information required to address the contemporary data privacy regulations.
Some of the next- generation Rights Management solutions feature identity & policy 
federation, which means you can automatically add granular usage controls to files 
based on policies already defined in identity management, ERP, content management, 
DLP, file sharing and other core transaction systems. Leveraging pre-defined policies 
and mapping these policies them to persistent usage controls in the Rights 
Management solution can be a first start on your path to data-centric security. 
However, many of you may already have other systems in place (DLP, Data 
Classification) for which you are finding value. Perhaps you are considering starting 

The foundation of a data-
centric security infrastructure 
should be based on Enterprise 
Rights Management. It is the 
one solution that can protect 
information at rest, in-motion, 
and at work.
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with Data Classification and then adding Rights Management. The primary goal of 
Data Classification is to help you identify and mark which documents are sensitive 
and perhaps to apply basic file encryption.  If you are starting with Data Classification, 
you will want to add Rights Management to your security framework to ensure that 
after a document is classified, you can control a document once it is opened by the 
recipient.  Only Rights Management will enable you to continue controlling what a 
recipient can do with a file, even while it is being utilized and only Rights Management 
will enable you to control where a file can be utilized (by device or IP address) and 
when (set expiration, revoke access based on another action).  Classification + Rights 
Management is an ideal combination, and that is why some vendors offer an 
integrated approach with both classification and rights management blended into 
one solution. 

If you have a DLP system, you are already ‘detecting’ which documents are sensitive. 
By adding Rights Management to an existing DLP solution, you can automatically add 
granular usage controls based on the pre-defined DLP policies as sensitive 
information is detected.  By combining the two solutions, you do not interrupt the flow 
of sensitive information, and ensure documents remain secure even when they are 
shared externally, or that access can be ‘revoked’ when an employee leaves.

As well, you will want to look at how Rights Management can be added to your ERP, 
ECM, EFSS and email systems to fully secure information as it is shared and 
downloaded. Some of the innovative Rights Management solutions offer connectors 
to these other enterprise systems.  You can also leverage the policies defined in these 
other core systems and map them to the Rights Management solution, making it very 
quick and easy to activate data-centric security. Rights Management should be 
looked at as the foundation for data-centric security and audits. The ability to protect 
information while it is being worked upon and as information is shared with third 
parties is what you need to address the contemporary data privacy regulations. As for 
file encryption, you will find immediate ROI by replacing it with the superior controls 
offered by Rights Management. The age of on/off security and lack of protecting data 
at-work is over. 

Rights Management should be looked at as the foundation for data-centric security 
and audits. The ability to protect information while it is being worked upon and as 
information is shared with third parties is what you need to address the 
contemporary data privacy regulations.

Rights Management should be 
looked at as the foundation for 
data-centric security and audits. 
None of the other solutions 
are adequate for protecting 
information at-work and off 
premise. None of the other 
deliver the data usage controls 
and audit required to address 
the contemporary data privacy 
regulations.
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About Seclore
Seclore offers the market’s first fully browser-based data-centric security solution, which enables organizations to control the usage of 
files wherever they go, both within and outside of the organization’s boundaries. The ability to remotely enforce and audit who can view, 
edit, copy, screen share, and redistribute files empowers organizations to embrace mobility, file-sharing, and external collaboration with 
confidence. With over 6000 companies in 29 countries using Seclore to protect 10 petabytes of data, Seclore is helping organizations 
achieve their data security, governance, and compliance objectives.

Learn how easy it now is to keep your most sensitive data safe, and compliant.
Contact us at: info@seclore.com or CALL 1-844-4-SECLORE.
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