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When it comes to the number and severity of breaches, it’ll get worse 
before it gets better. 
While cyber security is (or should be) on every CEO’s and CISO’s mind, 2018 likely won’t be the year that we 
see a downturn in the number or severity of breaches. Too many companies are still focused on protecting 
the perimeter, devices and applications.  And with data increasingly traveling beyond the corporate perimeter 
to third parties and on personal devices, not only via email, but also through file sharing services…the 
exposure to breaches will continue.  

According to the recently published Data Breach Report from the Risk-Based Security group, the number of 
records exposed due to data breaches in the first nine months of 2017 is up 305% compared to the same 
period in 2016. And while Equifax dominated the headlines in Q3, over 1,400 other breaches quietly made 
their debut. In 2018, expect to see companies develop a more comprehensive security plan by introducing a 
data-centric security approach to ensure data is protected no matter where it travels or is stored.  As well, in 
addition to the CISO and CEO, expect other members of the executive team including the Chief Compliance 
and Risk Officers and General Counsel to become more involved in solving the security and regulatory 
compliance issues.  

Cybersecurity regulation will become even more prevalent and 
strident 
While there were dozens of regional and country-specific data security regulations announced in 2017 two of 
the biggies were NIST SP 800-171 and GDPR.  And not everyone will be prepared for NIST SP 800-171 or 
GDPR once the clock strikes midnight. There is a noticeable change in the focus of the newer regulations: 
they are holding organizations responsible for information they share with other third parties that travels and 
is stored beyond their own perimeter. 

For instance, many manufacturing companies and sub-contractors will be required to comply with NIST SP 
800-171 no later than December 31, 2017.  One of the most notable impacts on companies from NIST SP 
800-171 is that companies must protect technical specifications and Intellectual Property (IP) even when it 
travels downstream to other sub-contractors and suppliers.  And when you consider scope of the 
components that go into creating defence and aerospace products, we are talking about hundreds if not 
thousands of companies and sub-contractors who are scrambling to determine how to best comply with 
NIST SP 800-171. Another example of the shift in the latest regulations is the General Data Protection 
Regulation (GDPR), an EU regulation designed to unify and normalize the data protection framework within 
(and beyond) the EU. Here again, the regulation is not content to protect EU citizen data within the perimeter 
or an organization; it holds organizations responsible for EU citizen data that is held on servers outside of the 
EU.  And it isn’t enough to prove security over that data, organizations must also be able to revoke access to 
the citizen data upon request.  

Despite a lot of talk around each of these regulations, there is still a lot of confusion and not enough 
resources dedicated to making sure companies are prepared.  If companies are not prepared, it can cost 
them a pretty penny. For instance, repeated non-compliance with the GDPR can invite fines reaching up to 
20,000,000 EUR or 4 percent of the total worldwide annual turnover of the preceding financial year, whichever 
is higher.  Figuring out how to be compliant with not only NIST and GDPR, but all of the other regional and 
state-level cybersecurity and data privacy regulations will be a top priority for companies in 2018.  If you want 
some additional perspective of the challenge consider this:  in North America alone there are 20 sector-
specific or national privacy/data security laws, and hundreds of such laws among its 50 states and its 
territories. California alone has more than 25 state privacy and data security laws. 

In 2018, we predict that the shift from network, app, and device centric security to data-centric security will 
enable organizations to address multiple regulations while also improving their own security posture.

One thing that was clear in 2017: In spite of big spending on security solutions, organizations haven’t yet figured out how to protect 
themselves from data breaches.  In response, regulatory bodies are issuing strident security requirements and organizations are 
looking for new innovations and strategies to better protect information no matter where or how it travels.  Here are our six predictions 
for data security in 2018.

Six Predictions for 2018 Data Security  

#1

#2



Six Predictions for 2018 Data Security  

Shadow IT resources will continue to increase the risk of security 
breaches for organizations in 2018
According to Gartner, by 2020, a third of successful attacks experienced by enterprises will be via their 
shadow IT resources.  The fact remains that business units will invest in any tool that helps them do their 
job better including file-sharing services and collaboration apps such as What’s App.  

Companies who shift from a detect and punish strategy to a culture of acceptance and protection will be 
able to better reduce the risk of breaches from the natural course of shadow IT resource usage.  
Organizations who incorporate the ability to persistently protect data will be able to move beyond trying to 
control shadow IT resources to embracing productivity enhancing systems without risking corporate 
value.

Companies will be asked about data security standards  
in RFPs 
Companies looking to partner with third-party vendors (contractors, vendors, outsourcers, lawyers, 
consultants, etc.) will ask what security protocols the partner has in place with greater emphasis prior to 
signing on the dotted line. It will not be sufficient to protect the servers and network; companies will be 
asking third-party vendors to ensure their specific files are controlled and that they are able to delete/
revoke access to the files when the relationship ends.

As well, the companies will require the third-party to prove control over files through regular audit reports. 
As such, data security will become a competitive advantage for outsourcers, virtual data room providers, 
and suppliers of services in an increasing number of deals.

Security resources will become even more scarce 
Companies are already experiencing a scarcity of available security professionals, and it will get worse in 
2018, reducing their ability to implement and administer new security solutions.  In a recent Forbes article 
it was reported that ISACA, a non-profit security advocacy group predicts there will be a global shortage of 
two million cyber security professionals by 2019. 

The lack of security resources available on the market will lead organizations to favor security solutions 
that easily connect to their existing IT and security ecosystem.  They will also scrutinize the overhead 
required to administer a given solution, meaning that simplified user and policy administration will be an 
important capability in any new security solution investment.  

By 2020, data-centric security solutions such as Enterprise Digital 
Rights Management (EDRM) will be the only granular, file-level 
method for protecting files that are shared 
It is estimated that over 40% of an organization’s sensitive data flows beyond the traditional perimeter to 
support necessary business processes. That is a huge security gap when you consider that once that 
information is opened on the recipient’s device, the organization has lost control.  And that is without 
taking into account how much information is in the hands of employees who leave the company. 

We predict that organizations will develop enterprise-wide data security and governance programs by first 
identifying data security policy gaps and then implementing solutions that focus on protecting the data 
itself.  We also predict that organizations will look for solutions that can automatically add file-level 
protection to documents as they are discovered by DLP solutions, downloaded from ECM and ERP 
systems, and shared via email and file sharing services.  
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About Seclore
Seclore offers the market’s first fully browser-based data-centric security solution, which enables organizations to control the usage of 
files wherever they go, both within and outside of the organization’s boundaries. The ability to remotely enforce and audit who can view, 
edit, copy, screen share, and redistribute files empowers organizations to embrace mobility, file-sharing, and external collaboration with 
confidence. With over 6000 companies in 29 countries using Seclore to protect 10 petabytes of data, Seclore is helping organizations 
achieve their data security, governance, and compliance objectives.

Learn how easy it now is to keep your most sensitive data safe, and compliant.
Contact us at: info@seclore.com or CALL 1-844-4-SECLORE.
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